
Security in the Cloud 
@ UC Berkeley

CSG 16.01 Cloud Workshop 
(Reprise & Update of CSG 15.01 Short Discussion 2)

William Allison   wallison@berkeley.edu

mailto:wallison@berkeley.edu


�&#�+'11'-,�-$��,2#0.0'1#��,2#%0�2'-,��#04'!#1�'1�2-�&#*.�2&#�!�+.31��!&'#4#�'21�- (#!2'4#1�
2&0-3%&�2&#�31#�-$�!300#,2�1#04'!#Ŝ-0'#,2#"��,"�',2#0,#2�2#!&,-*-%'#1ň��#�.0-4'"#�#;#!2'4#�
1#04'!#1�#,� *',%�2&#�31#�-$�2&#1#�2#!&,-*-%'#1�2-�0#2&',)�&'12-0'!�*�5�71�-$�"-',%� 31',#11�
�,"�2-�1#04#�!�+.31�31#01�',�#<!'#,2ŉ�1#!30#ŉ��,"�0#*'� *#�5�71ň�

�30�1#04'!#1� 0#�)�"-5,�',2-�25-�%0-3.1Ŋ

Integration Competency Center
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API Strategy Consulting
EA Advisory Body Consulting
Developer Engagement

ı��,2#%0�2'-,��0-(#!2��-,13*2',%
OCIO Sponsored Engagements
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Enterprise Integration Guidelines
API Active Documentation
Integration Best Practices 

Integration Hub Services
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Enterprise Integration at UC Berkeley Questions about EIS

What does EIS as a team do?
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Who is using EIS services?
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What APIs does EIS offer today?
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See http://developer.berkeley.edu for full details.

The Campus API Service …In the Cloud



Implementing APIs for 
PeopleSoft Campus Solutions



Campus partners





API Central



Metadata repository, hosted on AWS





The Security Review Process:
https://security.berkeley.edu/data-classification

• Classify Data
• Architect system for actual security
• Review requirements for DPL
• Amend architecture
• Submit MSSEI Self-Assessment
• Iterate over concerns raised by ISP

https://security.berkeley.edu/data-classification


https://security.berkeley.edu/mssei

https://security.berkeley.edu/mssei




Self Assessment – Step 1
WHAT IS IT? http://api-central.berkeley.edu

WHAT DOES IT DO? Together the Nginx Reverse Proxy Service and the 3Scale 
vendor product form a platform that enables APIs to be 
easily discoverable, well-documented, easy to use, 
secured, monitored, and metered. API consumers can 
find and explore APIs on the API Central portal, where 
reverse proxy simplifies and standardizes endpoint URIs.  
API providers and data stewards can control access to 
an API using the API Central Portal's credentialing 
service, and can limit usage and mitigate abuse using its 
metering service.

http://api-central.berkeley.edu


Risk Classification
“After consulting with others in Security, we will be 
classifying the 3Scale system as a PL3. The reason 
for the elevated classification is because having 
credentials (even for short time period of time) to 
multiple PL2 systems will create a “shared fate” 
and warrants the elevation.”



Step 2 – Target Audience
Describe the users who will use and be affected by the application.

The customers for this API Management and Support Service are system-of-record stewards who 
provide APIs to access their data and developers who wish to call those APIs.
Currently the APIs are REST based, and are almost entirely read-only (using the http GET 
method). Requests that update data on the backend sources can be identified by use of the http 
methods POST, DELETE or PUT. They would however go through the same URL endpoints - this 
core to the semantics of REST APIs.

We are definitely planning to allow APIs that update state on the backend - what exactly gets 
updated depends on the the particular API involved.

Among the currently deployed APIs, only the Easy Messaging Service allows updating state via 
the PUT method. Performing a PUT doesn't update any system configuration, but does add an 
entry into an application message queue.



Step 3 – Architecture Model
Attach a high-level diagram of data flow and data storage, including all the 
interconnected system names and interfaces. 









Step 4 – Data Flow Description
Provide description of data movement and data storage depicted in the architecture 
model.  Please include brief description of how each component in the architecture 
model is being secured. 



Step 5 - Support Model
Please list any support and development staff that have elevated privileges in the application 
or its underlying systems, including their roles and responsibilities in supporting/developing 
this application.   In the responsibilities column, please make note if a role is temporary.  
Examples of temporary roles may include short-term contractors or support staff that will 
lose their elevated access to application in the near future (3 – 6 months).  Elevated 
privileges in this case may mean permissions to change application configuration, bulk 
access to covered data, etc.



Step 6 -Meeting MSSEI Requirements
Derived from: https://www.sans.org/critical-security-controls/

https://www.sans.org/critical-security-controls/








API Service – On premises architecture



API Service – AWS architecture



API Service – Application stack



Management software stack



http://www.elasticsearch.org/overview/kibana/

http://suricata-ids.org/

http://emergingthreats.net/products/etpro-ruleset/

API Service – Security architecture







SIS: This is what prelaunch 
load test results looked like:



Going live with APIs for 
PeopleSoft Campus Solutions



Day/week one looked like:



Questions?

Thank you to the UCB IT Security Team and the IST-API Integration Team


